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The Goal of Monitoring

On their own —>
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Three Rules of
Social Media:

#1: Everything
posted online is
public
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Monitoring Software

Pros: It offers a host of features
and tools to monitor, filter, block
and report computer and internet
use.

o
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Cons: No real time monitoring
available

Cost: $97
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Monitoring Software

Pros: It offers the most
monitoring, blocking and
reporting features compared to
other software.

Cons: Not available for Mac and
doesn’t allow blocking by
category

] Cost: $69.95 (Stealth Version
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Internet Filter

. FAMILY SAFETY
. SOF TWARE
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Internet Filter

Be in control of your internet. Set fitering for 18
categores of onine content to either block, warn, or allow
for view. Jlearn more]

Block Pornography

Warn or block access to pornography and other adu't
content. [learn more]

Time Management

Set the total number of Internet hours n a day or set
specfc tmes of the day when your chid can be onine.
[learn more]

Mask Profanity

View a web page without beng bombardad by vuigar
language. [learn more]

Social Media Monitoring

Net Nanny Socal helps protect <.ds from onine threats
and montors actvties related to your chid's “friends,”
cyberbullying, sexual predators, privacy concerns, and
reputation-damagng pictures or videos. [learn more)

Alerts and Reporting

Receve reports and ma/ alerts about your chid's onine
activity. Jlearn more)

Remote Admin

Cneck usage reports, change your chid's profie settings,
and much more, from any computer with an Internet
connection. [learn more]

User Profiles

Use preset user profies or customze settngs for each
famiy member; unimited user profies for each computer.



Network Software

www.openhdns.com
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Mobile Protection

TeenSafe will Monitor...
« Text messages
* Phone location
* Phone call logs

Q) Teensafe  iPhone web history, search

Protecting Your Most Valuable Treasure h istory & bookmarks
e Contact address book

« Facebook private messages
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Mobile Protection

K9 Web
Protection
Browser
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Provider Controls

—’ \_— Sprint

verizon

atat T - Mobile-
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Device Restrictions

eeeee ATRT LTE 2:27 PM

( General

Restrictions

84% W)

ALLOW:

o

eeeaite aecie

Safari

Camera
FaceTime

Siri & Dictation
AirDrop

CarPlay

iTunes Store
iBooks Store
Podcasts
Installing Apps
Deleting Apps

In-App Purchases

ABAAAA ARAAAN

eeooe ATET LTE 2:26 PM

< General
ALLOWED CONTENT:
Ratings For
Music & Podcasts
Movies

TV Shows

Books

Apps

Siri

Websites

Require Password

Restrictions

United States
Explicit

All

All

All

All

Restricted

All

15 minutes

84% W)

eseee ATET LTE 2:27 PM
< General  Restrictions
Facebook
Advertising

ALLOW CHANGES:

Accounts
Cellular Data Use
Background App Refresh

Volume Limit

GAME CENTER:

Multiplayer Games

Adding Friends

84% eeeee ATRT LTE

( General

PRIVACY:

Location Services
Contacts
Calendars
Reminders

Photos

Share My Location
Bluetooth Sharing
Microphone
Twitter

Facebook

Advertising

2:26 PM

Restrictions
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Device Restrictions

00000 ATRT =& 4:47 PM 67% Bl » eeee0 AT&T = 4:48 PM
< iCloud Family { Updates All Purchases
FAMILY MEMBERS
‘ a My Purchases
Jacob Kircher (Me)
Organizer
‘;‘" Melissa Kircher FAMILY PURCHASES

Parent/Guardian
a Jacob
a Jacob Kircher
Adult P .
‘ Melissa

Add Family Member...

Technology:
o . Family members share music, movies, apps,
Mon Itorl ng M photos, location, and more. Learn more...
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Cell Phones Designed for Kids

 Pay-to-go service designed for kids
* Set time limits of when the device

@ can and can’t be used
b « Built in GPS (only at smart phones)
aj ee ® e+ Block unwanted calls
* Web filtering (only on data, and

the smart phone for kids™ limited on non-android devices)
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Dealing with Apps

g Available on the
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Dealing with Apps and Websites

Regularly ask your kids what they are using/check their
download history on iTunes or Android app stores
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Dealing with Apps and Websites

Regularly ask your kids what they are using/check their
download history on iTunes or Android app stores

Check the privacy policies and terms of conditions

Technology: Managing &
Monitoring with Confidence

DDI—l




Dealing with Apps and Websites

Regularly ask your kids what they are using/check their
download history on iTunes or Android app stores

Check the privacy policies and terms of conditions

“By submitting User Content to Snapchat, you
@ | hereby grant us a nonexclusive, worldwide,
royalty-free, sublicensable and transferable
— license to use, reproduce, modify, adapt, publish,
create derivative works from, distribute, perform

: and display such User Content in connection with
- the Services.”
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Dealing with Apps and Websites

Regularly ask your kids what they are using/check their
download history on iTunes or Android app stores

Check the privacy policies and terms of conditions

@ | “We cannot guarantee that deletion always
occurs within a particular timeframe.”
g &
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Dealing with Apps and Websites

Regularly ask your kids what they are using/check their
download history on iTunes or Android app stores

Check the privacy policies and terms of conditions

Check the privacy settings
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With all the tools,
restrictions, settings, etc.

NOTHING

beats conversation with your kids!
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“These smartphones do open the world to kids, and
there's good and there's bad,” said Michael Brody,
from the American Academy of Child and Adolescent
Psychiatry. "l understand that parents want to use
[tracking services] to make things safer, but they
may be defeating their purposes. The way you make
your children safe is to make them able to take care
of themselves by themselves.”

- USA Today
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Talk about boundaries and come up
with them AND consequences

TOGETHER
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* having their username and passwords

 they need to friend you

 have a set spot in your house for tech at night
* ho tech at the dinner table

 keep tech in public places

 if you are unsure about anything, talk to me

* homework must be done first
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The best tech boundaries are

MODELED
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WHY

are teens so drawn to the digital world?
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WHY

are teens so drawn to the digital world?

1. STRESS

Technology: Managing &
Monitoring with Confidence

DD;




WHY

are teens so drawn to the digital world?

1. STRESS 2. BELONGING
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Jake Kircher
jkircher@newcanaancares.org
Cell: 978-239-6756

Office Hours: 12:30pm-3:30pm

on Tuesday’s, or by appointment
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